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In 2015, the Utah State Legislature passed HB 213 Safe Technology Utilization and Digital Citizenship in
Public Schools. The intent of this legislation is to involve school community councils in an on-going
discussion (at least annually) about creating a safe technology environment for students in public schools.

The State Board Rule R277-491 requires a report to the councils from the district and school about the
technology and training that is currently in place within the school district.

Technology

The Cache County School district provides access to technology by both staff and students to assist in the
educational process. This includes access to devices, software, and the Internet. Currently, all of our
schools have Internet access. The Internet provides a wealth of educational resources. Unfortunately, the
Internet also contains inappropriate content. The Cache County School District strives to provide a safe
environment for both staff and students, but recognizes that no system is 100% safe. The school
community must work together to help ensure an environment that is safe and secure.

Appropriate Use and Internet Safety Policies

The Cache County School District has an Appropriate Use Policy for students and employees as well as
an Internet Safety policy. Staff and students are expected to abide by these policies when utilizing
technology. These policies should be reviewed annually in each school.

Training
The federal Child Internet Protection Act requires schools to review appropriate online behavior annually.
Following are resources for each school to accomplish this training:

Netsmartz

Netsmartz is provided through the Office of the Utah Attorney General. They provide age
appropriate trainings at schools free of charge. A free training can be scheduled via their web
page. The website also provides parent resources. http://utahnetsmartz.org/

Netsafe
www.netsafeutah.org — Includes training materials in several languages for students, employees,
and for parents.

Utah PTA

The Utah PTA provides information for parents about internet safety at home, including
recommendations about free filtering and monitoring software. It also includes videos parents
could use to communicate with their children about internet safety.

http://www.utahpta.org/netsafety,

White Ribbon Week

White Ribbon Week provides free guides to hold White Ribbon Week at schools. White Ribbon
Week is an annual program often conducted by the PTA or a parent group that teaches children to
make smart choices when using media and technology. http://whiteribbonweek.org/
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Internet Filtering

Internet Filtering enables the school district to manage the type of web content end-users (e.g., students)
can access. The Cache County School District currently uses iBoss, an Internet filtering solution
supported by the Utah Education Network.

Internet Filtering functions as a combination traffic-cop and bouncer. The filtering software checks a
user's web page request against a list of web site addresses that have been deemed inappropriate for the
school setting. If the web page's address appears in the list, that page is not allowed, and the end-user is
notified that the content is not accessible.

The Internet Filters in the Cache County School District are setup differently depending on the grade level
configuration. There are four levels: Elementary School, Middle School, High School and Staff. The
following are blocked for all student levels: Alcohol/Tobacco, Adult Content, Malware, Dating/Personals,
Gambling, Pornography, Violence/Hate, Web Proxies, and Friendship/Social Networking. Youtube
traffic is proxied for students through www.cleanvideosearch.com, which allows viewing of Youtube
video content, but strips out the comments sections to prevent vulgar language from showing on the
screen. Staff have access to Friendship/Social Networking sites and the full Youtube site. We have
white-listed (approved) or black-listed (disapproved) sites as necessary on a case-by-case basis.

Because of the dynamic nature of the Internet, no filtering solution is 100% effective. It is important for
educators within each school do the following:
1. Take time to review and discuss Internet safety and digital citizenship with students including
2. Always monitor and supervise students who are accessing the Internet
3. Educate community members and other stakeholders about the challenges of Internet Filtering

Student Email Accounts

Google currently offers schools a free-hosted solution for their email, calendar, and chat through Google
Apps for Education, an integrated communication and collaboration solution. Google offers this service
for free. Google Apps for Education is free of advertisements and no student user data is collected.
Google also provides additional security, administrative, and archiving controls for education including
spam filtering. The school district limits elementary students from emailing students or educators outside
of our school district.

Social Networking

Cache County School Board policy reads, “Students shall not access entertainment sites, such as social
networking sites or gaming sites, except for legitimate educational purposes under the supervision of a
teacher or other professional.” Currently, the school district blocks social networking sites unless the site
is being utilized in a class specifically designed to teach social networking as part of the class content.
Access is limited to a specific area of the school and for a specific time period.

Management Tools
The School District currently provides schools with LanSchool and Chrome Management to help school
personnel in monitoring and controlling student use.

Additional Questions Additional questions can be directed to the district’s Chief Technology Officer
Tim G. Smith tim.smith@ccsdut.org
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